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Abstract: As one of the important national infrastructures, more and more attentions are attracted by the industrial con-
trol system for rail (ICS-R), with the rapid development of information technology and the increasingly severe network
situation. The system composition of ICS-R was analyzed, the types of security threats faced by the ICS-R were summa-
rized and analyzed, the practical cases of threat propagation were given, and the information security threat trend of

ICS-R was analyzed considering the development trend of technology. Finally, several development suggestions were

prospected as promising techniques.
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